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This paper summarizes the panel discussion that occurred on the 2013 Americas Conference on Information
Systems to discuss the current status, issues, and future direction of the use and adoption of bring your own device
(BYOD). BYOD is widely used around the world. The invited panelists comprised five faculty members from the
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I. INTRODUCTION
Smart mobile devices have emerged as an extension of the self: that is, they have become closely tied to the
personal behaviors and preferences of the people who own them. Over the past several years, there has been a
virtual explosion in the IT landscape of the bring your own device (BYOD) phenomena. Indeed, increasing numbers
of organizations and corporations are increasingly embracing this shift in IT culture. BYOD allows employees to
bring their own computing devices such as laptops, smartphones, and/or tablets to work and incorporate them into
the corporation or organization network rather than using company-owned devices. The BYOD program, to varying
degrees, shifts costs to the employee from the company itself. Numerous corporations and organizations have taken
the lead in adopting BYOD, such as Intel, Citrix Systems, Unisys, the White House, Apple.
BYOD’s benefits are clear: employees are more familiar and satisfied with using their own device(s), and employers
save money by not having to pay for high-priced devices and data plans. Companies’ goals with BYOD are to
increase the flexibility, convenience, and portability of devices that cater to their employees’ workflows, which
increases productivity and morale. A recent study showed that 80 percent of respondents reported an increase in
productivity following the introduction of BYOD (Twentyman, 2012), and more than two-thirds of the respondents
attributed an increase in revenues to BYOD (Twentyman, 2012). However, some corporations and organizations
may have to experiment with different models of BYOD. Depending on the industry and external regulations, the
corporation and organization can have an impact on the approach.
A panel of professors from several U.S. based universities discussed various topics on BYOD. Topics included
current use, real-world cases, adoption, pros and cons, issues (cultural, security, privacy) and future directions. This
report consists of four sections. In Section 2, we present BYOD’s benefits and shortcomings. In Section 3, we
discuss several issues such as cultural, security, and privacy. Finally, in Section 4, we discuss future directions.

II. OVERVIEW OF BYOD
BYOD is a trend that organizations are being forced to contend with. With consumer penetration of smart devices
(i.e. smartphones, tab devices, etc.) reaching critical mass, organizations are having to find ways to address the use
of these personal devices in the workplace. It’s no longer a matter of “if” they should implement a BYOD strategy but
“how” do they do it. The Ovum BYOX (bring your own anything) study (Eddy, 2013) found:




That 67.8 percent of smartphone-owning employees use theirs for work
That 15.4 percent of those do so without the IT department's knowledge, and
That 20.9 percent of those do so in spite of an anti-BYOD policy.

With large numbers of employees already having smart technology, some organizations view this as an opportunity
to implement new technology without having to pay for the devices themselves. Although BYOD could be seen as a
cost-saving measure for numerous organizations and corporations, it could actually be more expensive due to the
difficulty of managing various platforms. Additionally, there exist looming security issues that remain to be
addressed. Some major corporations and organizations choose to avoid changing their security protocols and
migrate to BYOD because they do not want to risk the increased exposure to cyber threats and data breaches.
Another major reason why some corporations avoid switching to BYOD is because it is still relatively new and poses
far numerous security threats, from a data security point of view, which could be found in the devices or even in their
apps. Employees are have concerns about privacy that need to be considered. As such, companies face numerous
questions when preparing BYOD policy. They need to consider how to decide which network a given device is
allowed onto. Device enrollment, licensing evaluation, security policy, and compliance, education, and security
training are other major considerations.
There are many important and interesting BYOD topics. In general, there are advantages and benefits to operating a
business with policies such as BYOD to improve productivity, efficiency, and employee satisfaction. Whatever the
Current
of Bring
Your BYOD
Own Device
(BYOD)
organization’s
level Status,
of BYOD,Issues,
securityand
mustFuture
be its the
top priority.
security policy
should be holistic and
proactive. There are advantages to employees and to the organization in allowing employees to use their own
mobile devices in the workplace. Whether or not an organization accepts BYOD can be the determining factor in
whether a recruited employee chooses to come onboard. The following aspects of BYOD are most appealing to
employees and organizations: device preference, increased productivity, reduced mobile device costs, reduced
training costs, and better operational efficiency.
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If an organization deals with confidential and sensitive information, the choose your own device (CYOD) model may
be appropriate. In the CYOD model, the organization still owns the IT devices/equipment, but provides more options
for the user to choose from (Twentyman, 2012). BYOD is widely used around the world, particularly in mature
markets in the Americas region, and parts of Europe, with much potential to expand in emerging, high-growth
markets, such as the BRIC countries. There are several promising trends, pros, and cons in regards to BYOD.
Current issues (e.g., increased productivity, security, safety, privacy, etc.) and future directions in IS education under
BYOD environment should be evaluated, along with bring your own service (BYOS) or bring your own apps (BYOA).

III. CURRENT STATUS OF BYOD
BYOD has often been viewed as a policy allowing employees to use their mobile devices at work. However, with
BYOD’s recent popularity, it has become more than just the use of mobile devices at work. BYOD has become
associated with the benefits gained from employees using their personal devices at work in order to increase their
productivity, job satisfaction, and mobility. Organizations can choose to take either a passive or active approach to
BYOD. The passive approach is where organizations allow employees to bring their personal devices to work and
use them for work activities. The active approach is where organizations create an explicit BYOD policy and
implement it in the work environment. An active approach to BYOD relies on personal devices and requires an
infrastructure to support and evaluate efficiency (Hockly, 2012).
The use of smart technology at the workplace has been around since the invention of the Blackberry. Organizations
often provided these devices to increase the mobility and productivity of their employees. However, the introduction
of new smarts phones such as iPhone and Android have fueled BYOD in the workplace. Employees desire to use
devices that they are more familiar with, and younger employees particularly have grown up with many of these
devices prior to entering the workforce (Mansfield-Devine, 2012). While smart devices are considered a primary
source of the BYOD trend, BYOD is not limited to just these devices. BYOD devices include any device that is
mobile and purchased by the user themselves, such as laptops, netbooks, e-readers, smartphones, tab devices, and
so on (Thomson, 2012).
The BYOD phenomenon has reached a global scale with over 71 percent of companies worldwide changing at least
one process to allow for BYOD (Qing, 2013). The United States saw an 18 percent increase of active BYOD
implementation in 2013 over 2012 (Nusca, 2013). Examples of BYOD implementations can been seen in schools
(University of Tennessee Knoxville, University of South Florida, Seton Hall University), school districts (Napa Valley
Unified School District, Plum Borough School District), and organizations (Cisco, Colgate-Palmolive, IBM). The U.S.
Government has gotten on board with BYOD by providing a toolkit to support federal agencies that wish to
implement BYOD. Apple and Samsung have provided information on their websites to help organizations implement
their own BYOD solutions, while companies such as Cisco, IBM, and Intel offer BYOD solutions to organizations.
While the trend of BYOD continues to grow in the US, the highest penetration of BYOD can be viewed in Pacific
Asia with a 77 percent increase in 2013 over 2012 (Nusca, 2013). European companies have displayed a different
trend in terms of BYOD implementation with a reported 15 percent reduction of BYOD usage in 2013 over 2012
(Yahoo!, 2013). To compensate for the reduction of BYOD devices, companies in Western Europe have increased
the number of corporate-liable devices by 43 percent (Nusca, 2013).
Table 1: BYOD change from 2012 to 2013
Region
Percent Change (2012  2013)
United States
+18%
Asia
+77%
Europe (BYOD)
-15%
Europe (Corporate owned devices)
+43%
Note: 71% of companies worldwide changed at least one process to adapt to BYOD.
Despite a high penetration of BYOD among organizations in the US and Pacific Asia, not all employees actually use
their own devices at work (i.e., not all are “BYOD enabled”). Many BYOD implementations are limited to specific
areas and roles in organizations. For example, IBM has a reported 435,000 employees worldwide with only 80,000
(18.4%) of those employees being BYOD enabled. There are certain positions in an organization that fit very well
with a BYOD strategy and other positions that don’t. A common misconception about BYOD is that having
employees purchase their own devices can save the company money, but recent data proves to contradict this
notion. As Pepin (2013) reports, many BYOD solutions require the company to pay voice and data service charges
for their employees’ devices. However, the reality is that many organizations report that they implemented BYOD to
increase productivity rather than reduce costs (Intel, 2012). While BYOD has shown several advantages such as
increase mobility, job satisfaction, and productivity, there are many challenges that companies face when
implementing these strategies.
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The three top requirements that organizations cite for successful implementation of BYOD include having an
employee code of conduct, installing security programs, and requiring management rules (Intel, 2012). Personal
devices could be distracting in the workplace if used for personal reasons. In addition, using a personal device for
work could be disruptive to an employee’s personal life outside of work as they are continuously connected to their
job. Employee code of conduct and management rules are necessary to limit the disruptive capabilities of using
personal devices for work-related purposes. They are also required to ensure the security of sensitive corporate
information. Some of the top barriers organizations cite when deciding on a BYOD strategy include government
regulations and difficulties in supporting security, encryption, and remote wiping (Intel, 2012). Heavily regulated
industries such as the medical field and the banking industry have to be even more cautious if implementing a
BYOD strategy due to government regulations. In many European countries, national law prohibits organizations
from processing personal data (Vandendriessche, 2012). With personal and work related data being stored on the
BYOD device, this creates difficulty for companies managing the BYOD strategy and following national law. Many
companies in Pacific Asia face challenges due to some countries being highly developed while other countries being
less developed. Differences in service availability and network quality cause problems with mobility for BYODenabled employees. Varying workplace practices and cultures also present a unique challenge in Pacific Asia in
addition to varying regulatory environment.
There are various advantages and challenges when it comes to implementing BYOD. A BYOD solution may not be
suitable for every industry or even every employee in a company. But, when implementing a BYOD strategy, there
are several considerations that must be taken to help improve the possibility of success. First, a company must
decide on an implicit or explicit BYOD strategy in order to determine how to support its employees and secure its
network. Then, it must decide which departments or employees will participate in the program. There are many job
functions that could benefit significantly from a BYOD strategy and others that would not. Next, managers must
determine the processes that would take advantage of a BYOD strategy and what applications would be needed to
execute the strategy. After identifying the users, job functions, and processes to integrate a BYOD strategy for, the
organization should establish an end-user agreement and training schedule. The end-user agreement should
provide details including a code of conduct and appropriate uses of BYOD technology. Training should be conducted
to further educate users about the BYOD policy and how to properly secure their devices. Appropriate and
inappropriate behaviors should also be included in the end-user agreement and training. Finally, backup and
recovery should be addressed in the instance of a lost or stolen device. This is important to organizational security
and for getting the affected employee back to work and performing their regular job duties.
The use of BYOD is a recent trend but the future looks promising. As technology continues to advance, so will the
capabilities associated with BYOD. Mobile speeds continue to increase as we prepare for true 4G service
implementations that are projected to have speeds comparable to broadband service. This would render Wi-Fi
services obsolete and pave the way for a truly ubiquitous computing environment and ultimately a ubiquitous
working environment. Users will have the same computing capabilities through their mobile devices that they have
sitting at their desk at work. With the addition of cloud computing, people will be able to access data anytime and
anywhere, which allows them to be fully mobile while conducting the same job duties as they did in their office.
BYOD will further enable companies to compete in a global environment and compete for the best talent all over the
world.

IV. A GLIMPSE OF BYOD POLICY STATUS QUO
Several studies have noted that there are big gaps in BYOD policies adopted by today’s organizations. According to
an industrial report, nearly 60 percent of companies are vulnerable to BYOD risks (Network World Asia, 2013).
Because BYOD significantly relieves the financial pressure of acquiring new IT hardware, it has been touted as a
game-changer among business entities ranging from Fortune 500 corporations to non-profit organizations. The
current status of BYOD use is not encouraging, however, due to simple security precautions, underestimation of
risks associated with content sharing, and increasingly complicated infrastructural technology (Osman, 2013). Such
facts create challenges for policy makers attempting to establish overarching codes of conduct pertaining to BYOD
adoption. The high penetration of Apple products, for example, complicates compatibility and interoperability issues
witnessed by corporate IT helpdesks. Companies must re-evaluate their compliance situation on how data is stored
and shared across the corporate network and long-lasting impacts to how information workers behave in a BYOD
environment. In the past, employees with mobile devices had to overcome technical and financial barriers to access
corporate data from a remote site. Today, it takes just several taps to open a portal (or an app) through which many
tasks can be performed remotely. Another troublesome fact is the imbalance between work productivity and policy.
An overzealous policy is unfavorable for employees’ morale, but a poor policy may lead to tardiness and distractions
from work.
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Strategic Fitness of BYOD
Today’s companies face a variety of technological transformations: big data, social media, and ubiquitous,
technology-centered BYOD. These transformations must be handled properly to maintain compliance from external
auditing to internal control. In the long term, adopters of a BYOD strategy typically aim to leverage the embedded
technology used by various functional units for different goals. At the operational level, managers and officers must
monitor, evaluate, and handle compliance issues including employees’ needs, government regulations, change of
best practices, and so on. To implement a BYOD strategy, a fleet management mindset is required. According to
Neville Burdan, general manager of Microsoft Solutions, “the whole idea is there has to be control, whether it is an
agent, mobile device management (MDM), or mobile application management (MAM)” (Leong, 2013).
A major challenge of fitting BYOD into a company’s current strategy lies in making the right decisions about internal
and external compliance requirements. Therefore, auditing programs are used to conduct risk management so that
environmental intelligence can be obtained. MDM, for example, builds on the existing corporate technology to
enforce secure practices among employees, who must consent to the codes of conduct of BYOD adoption. This
strategy builds a foundation for a comprehensive trace of corporate data activities 24/7 in a company. On the other
hand, categorizing organization-level IT solutions in functional units allows decision makers to clarify adoption
strategies, which help managers to identify who is using what application. Some practitioners take the perspective of
customer and use a customer-centric strategy to mitigate control issues brought by BYOD. Such strategy has been
widely seen in service industries who strive for optimal personalized service by accommodating to diversified end
user technology. Companies including Google apply business intelligence (BI), which is obtained by measuring
customer experience, in customizing their service content. Using the same methodology, these companies analyze
compliance requirements to generate a profile of information worker. Such profiles depict various dimensions (e.g.,
database, peer network) of employee behavior that can be used for creating or personalizing BYOD policy.

Operational Checklist of BYOD Implementation
There are many schools of practices when it comes to implementing a BYOD strategy. Nearly all of them have a
security model as their centerpiece. The security models around BYOD have boiled down to two varying
approaches: hands-off devices where enterprise services are delivered through desktop or application virtualization,
and hands-on devices model where the enterprise has tighter control of the device and the behavior and use of it by
the end user (Scarfo, 2012). Each model has advantages and blind spots but generally contains the following
aspects of control: client device oriented, network oriented, code of conduct training, top-down management. In
regards to the organization, a policy must be in place prior to large-scale BYOD implementation. Rotate pilot projects
to gauge individual needs of participating entities. Particular consideration should be given to:




Policies regarding privacy, security, and data ownership.
Instill ethical values regarding data rights and privacy.
Emphasize the importance of safe-guarding data given to them (Miller, Voas, & Hurlburt, 2012).

BYOD action plans should clearly establish the objective, baseline, and stakeholders. Make policy content easy to
communicate. Create whitelist/blacklist of end user applications. Enforce data encryption protocol subscription.
Establish incident response for lost/stolen device. Configure rules of operations or exceptions on multiple levels:
individual, team, department, cross-department, and organization. Utilize MDM/MAM and domain policy to conduct
control activities. Realize that MDM or alike solutions have their downsides (e.g., coarse granularity of control),
therefore, it is important evaluate BYOD program and revise according to technical/behavioral changes.

V. BYOA/S: THE INCLUSION OF APPLICATIONS AND SERVICES TO BYOD
The concepts of BYOD continue to grow and enter other areas of technology that are influenced by the users (i.e.
employees). BYOD is about who controls the device. The device is just a platform where the user accesses
applications that can be used to provide specific services to meet the user’s needs. Beyond the purchase of devices,
the responsibility to purchase applications can also be put on the employee as long as the services to be selected
from. Bring Your Own Applications (BYOA) is about who provides ambient intelligence to do your job. Today,
"employees" are contractors. A mobile device facilitates this. You or firms must offer/support/augment apps that
facilitate this. Thus, BYOD is the requirement and BYOA is the objective. In short, BYOD is a "shibboleth"; there are
security issues. Bring your own application/services (BYOA/S) is the competitive landscape, i.e., to align current
employee-use and/or customer friendly services to mobile; to rethink how mobile disrupts and improves there; and to
offer cutting-edge services/apps that enhance employee performance outcomes.
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VI. CONCLUSION
Managing and enforcing a BYOD strategy and operational plan in enterprises is crucial. A compromise or lack of
compliance can have far reaching impact. The rapidly changing IT landscape require solutions that deliver visibility
and insight that assist organizations to make informed decisions, create reliable action plans, and monitor ongoing
progress. It has been revealed that many organizations are risking their data confidentiality and employees’ privacy
by not having appropriate security policy in place. Simply seeking for financial benefits and ignoring managerial
challenges beat the purpose of implementing BYOD strategy. Operational corruptions and malicious data activities
gain more popularity in the absence of ethical corporate culture. On the other hand, remedies such as BYOD
education, security steps, and data flow management are cost effective and require affordable administration
overhead. The real challenge, therefore, is the embrace of BYOD readiness on the high level management, which
can be achieved with the help of timely research and ongoing knowledge sharing between industry and academia.
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